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BlueShield IT - The Cyber Defenders



1 - BlueShield IT was formed to defend against the constantly evolving Cyber threats.

Blueshield IT* was established in 2019 by its founderand CEO Stuart Macdonald an IT security
professionalwho leads by example and has many industry recognised certifications to his name.
Stuart has almost 30 years of IT experience helping clients solve theirmany IT problems andisvery
passionate abouttechnology and the benefitsit can bringto a business. Stuart enjoys working with
clients who wishtoimprove their competitive edge using secure technologies.

Stuart has builtateam of Cyber Security and Information Security experts who care very strongly
abouttheirclientsand the various solutions we provide them. Itisimportant to understand thatin
today's IT landscape no businessisimmune tothe growing number of ITthreats to business
regardless of the industry.

The criminal enterprises are becoming more and more sophisticated every day with new types of

attacks, from phishing (email attacks) and impersonation attempts to Ransomware whereby the
criminals encryptyourvaluable dataand hold you to ransomto pay a fee to decryptit.

BlueShield has beeninvolvedin many different IT security cases and successfully helped clients
investigatethe route cause and protect against further attacks. We offervarious security solutions
including the leading Anti-phishing platform IronScales which offers email protection across Office
365 and all devices. We can also provide simulated attacks and staff security awareness training if
required.

lhttps://www.blueshielditns.com/




Our services - IT Security Audits & Pentesting, Cyber Essentials / Cyber Essentials Plus, GDPR &

1SO27001.

Please call me direct on 07914095015 or email me at stuart@blueshielditns.com? to discuss your

specificlTneeds.

Thanks for yourtime
Stuart Macdonald

Director.

2 - Criminals never sleep & attacks keep rising so let Blueshield IT protect your business.
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3 - IronScales- Anti-Phishing Platform.

IRONSCALES- The world's most advanced Anti-Phishing platform.

BlueShield ITunderstands the importance of having a bulletproof email prote ction suite in place for
business, whichiswhywe invested all of ourtime inresearchingthe bestinthe marketso youdon't

have to.

Zmailto:stuart@blueshielditns.com




We partnerwith IronScales as they have the best solution for business regardless of theirsize, we
can deploy thisremotely ontoaclient Office 365 tenant, and start deployingthe agenttoall usersin
your Office 365 exchange directory.

Whetheryou are usingan Android tablet, phone, Apple mac, Apple phone, or Windows device, we
can protectyou fromclicking ona maliciouslink by alerting youin advance to the authenticity, or
likelihood of athreat.

Itiswell knownthat during the COVID-19 Pandemicthere has been amassive surge in the volume of

email attacks, on business, education, health, and many otherindustries. Thisis why youneeda
solution like IronScales now and we can provide it fora small monthly subscription per user/mailbox.

Please check outthe youtube videos below forabrief overview of what the solutions offerand get
intouch 3with us to learn more and request a quote foryour business. For new clients, we can even
offera 30-day trial so you can see for yourself how effective it can be.

IronSights- Advanced email protection against threats.*

IronSchool - Security and Awareness Training®.

CyberEssentialsisa UK governmentinformation assurance scheme operated by the National Cyber
Security Centre that encourages organisations to adopt good practices ininformation security.

So what are the benefits?

1. Governmentand NCSCbacked Cyber Security certification scheme.

2. Preventagainst 80% of the current cyberthreatsto business, incphishing, credential theft,
weak configuration, poor password management, and more.

3. Demonstrate toyourclients and suppliers you take security seriously.

4. ltislikelythatthiswill become mandatory for Government contracts.

5. Address PClcompliance requirementsin advance of an expensive PCl Scan.
6. £25k of free CyberSecurity Insurance subject to Certification criteria met.

Contact BlueShield ITon 07914095015 or email stuart@blueshielditns.com® to discuss how we can
help yourbusiness achieve Cyber Essentials within 72 hours of application. We can also offer Cyber
Essentials plus as the nextstepinyoursecurity journey, so please call fora quote.

3https://www.blueshielditns.com/
4https://www.youtube.com/watch?v=uaxOT0ahTjE
Shttps://www.youtube.com/watch?v=Dp8 ASUKIQFO
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EU General Data

Whydo I need GDPR certification and what are the benefits?

1. ComplywiththeICOand GDPR regulations fordata managementandrisk.

2. Ensureyoudon't encounteran|CO Auditand be faced a fine of up to 4% of yourturnoveror
more dependingonthe size of yourbusiness.

3. Quicklyaddressacomplexregulation usingthe experts who understandit well.

4. Proveto yourclientsthatyouunderstand GDPR and adhere to protectingall datasources as
standard.

5. BlueShield can help youidentify weaknessesinyourinternal proce sses and even design the
relevant policy documents your business needs.

Contact BlueShield ITon 07914095015 or email stuart@blueshielditns.com?” to discuss how we can
help yourbusinessimproveyoursecurity posture and achieve GDPR ready certification within 72

hours of application.
@
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Information Commilssioner’s Office

Please see below forsome real examples of recentincidents and penaltiesissued as aresult of Cyber
and GDPR data breaches.

Brute Force - Password attacks
Hardware/software misconfiguration

Malware

bmailto:stuart@blueshielditns.com
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Phishing
Ransomware
Unauthorised access -

Denial of service (DOS attack)

Number of incidents reported between 2019 and Summer 2020 = 2629

4th March 2020

Cathay Pacific Airways Limited £500,000 for failing to protect the security of its customers’ personal
data. Between October 2014 and May 2018 Cathay Pacific’s computer systems lacked appropriate
security measures which led to customers’ personal details being exposed.

“People rightly expect when they provide their personal details to a company, that those details will
be keptsecure to ensure they are protected from any potential harm orfraud. That simply was not
the case here.

“This breach was particularly concerning given the number of basicsecurity inadequacies across
Cathay Pacific’s system, which gave easy access to hackers. The multiple serious deficiencies we
foundfell wellbelow the standard expected. Atits most basic, the airline failed to satisfy four out of
five of the National Cyber Security Centre’s basic Cyber Essentials guidance.

“Under data protection law organisations must have appropriate security measures and robust
proceduresin place to ensure thatany attempt to infiltrate computer systemsis made as difficult as
possible.”

January 2020: The ICO has fined DSG Retail Limited (DSG) £500,0008 aftera ‘point of sale’ computer
system was compromised as a result of a cyber-attack, affecting at least 14 million people.

Contact BlueShield ITon 07914095015 or email stuart@blueshielditns.com?®to discuss how we can
helpyourbusinessimproveyoursecurity posture today.

8https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/nationwide-retailer-fined-half-a-
million-pounds-for-failing-to-secure-information/
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4 - BlueShield IT Ltd?0 -
Tel: 0333 305 5058
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